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BHEJPEHUE UHTEJIVIEKTYAJIBHBIX CUCTEM MOHUTOPHUHI'A
TPAHC®OPMATOPOB HA DQHEPTETHYECKUX OBBEKTAX
IMPLEMENTATION OF INTELLIGENT MONITORING SYSTEMS
FOR TRANSFORMERS IN ENERGY FACILITIES

AnHoTanus. Ha sHepreTrdecknx 00BEKTaX CHIIOBBIC TPAHCPOPMATOPHI UCIIONB3YIOTCS HE
TOJIBKO HJIA HpCO6p330BaHI/I$I BHeKTpH‘leCKOﬁ OHEPIUH, HO U ABJIAKOTCA CTPATETHYCCKUMHA aKTHBaMU
C TOYKH 3pEHHUs HAJC)KHOCTH, OecriepeOOHOCTH 1 3KOHOMUYECKOH 3 deKkTHBHOCTH ceTu. 1o sToi
IIPUYNHEC MOHHUTOPHUHI' COCTOSAHUSA TpaHC(i)OpMaTOPOB HC TOJIBKO IOCPEACTBOM IECPHUOJUUYCCKUX
na6opaTopHHx HCHLITaHHﬁ, HO U B PCKUMEC PCAaJIbHOI0O BPCMCHU C HCIIOJB30BAHHWEM OAaTYUKOB,
HHTEJUIEKTYyalbHBIX  3JEKTPOHHBIX  ycTpoiictB (MDY), ueHTpann30BaHHONH aHATUTHKH U
WHCTPYMEHTOB KHOepOe30macHOCTH CTall OAHMM M3 OCHOBHBIX HaIlPaBICHUH COBPEMEHHOU
anekrposHepretuku. Crangaptel MDOK 60076-2 (mpeBsiiienne temmepatyps), MOK 60076-7
(marpy3ka u TteruoBoe crapenue), MOK 60599 u IEEE C57.104 (uuTepnperaius COAepiKaHUs
pactBopeHHBIX ra3oB), MOK 61850 (cBs3p u MHTErpaims), a TakKe ceMeicTBO cTangaproB MOK
62351 (Oe3omacHast CBsI3b) COCTABISIOT OCHOBHBIC PETYJIITOPHBIE OCHOBBI B 3TOW 00JIaCTH.

Abstract. In energy facilities, power transformers are not only used for electrical energy
conversion but are also strategic assets in terms of network reliability, continuity, and economic
efficiency. For this reason, monitoring transformer condition not only through periodic laboratory
tests but also in real time using sensors, intelligent electronic devices, centralized analytics, and
cybersecurity tools has become one of the main directions of modern power engineering. IEC 60076-
2 for temperature rise, IEC 60076-7 for loading and thermal aging, IEC 60599 and IEEE C57.104 for
dissolved gas interpretation, IEC 61850 for communication and integration, and the IEC 62351 family
for secure communication constitute the main regulatory pillars in this field.

KaroueBrbie cioBa: CunoBoii TpanchopmaTop, HHTEIUICKTyaIbHAs CUCTEMA MOHUTOPHHTA,
MOHHUTOPHHT B p€aJIbHOM BPEMCHH, aHAJIN3 PACTBOPCHHLIX I'a30B.

Keywords: Power transformer, intelligent monitoring system, real-time monitoring,
dissolved gas analysis.

Introduction. Digitalization in the energy sector is considered one of the key tools for
reducing costs, increasing efficiency, enhancing resilience, and improving the omepartus nature of
operational decision-making. The International Energy Agency emphasizes that digital technologies
help reduce costs and improve efficiency and resilience in energy systems. Industry practices
presented by CIGRE show that transformer monitoring is structured as a unified value chain
consisting of sensors, communication infrastructure, data acquisition, algorithms, user interfaces, and
operational alerts. This approach helps reduce the scale of failures, decrease the volume of systematic
maintenance, and increase asset availability.

An intelligent monitoring system does not replace classical relay protection; rather, it
complements it by enabling the assessment of the transformer’s remaining life, early detection of
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initial fault symptoms, risk-based maintenance planning, and optimization of operating conditions.
Therefore, the concept of intelligent monitoring is not limited to “installing sensors,” but represents
the integration of sensor—data—analytics—decision support—cybersecurity into a unified engineering
platform.

1. Regulatory and Methodological Framework

For evaluating the thermal regime of transformers, IEC 60076-2 defines temperature rise tests
and limits for winding hot-spot temperature rise in liquid-immersed transformers [1-3]. IEC 60076-7
explains the impact of different ambient temperatures and loading conditions on transformer lifetime
and provides recommendations for evaluating loading above rated capacity when necessary. The
interpretation of dissolved and free gases in oil-filled equipment is carried out according to IEC
60599, while evaluation based on gas generation and fault types is performed according to IEEE
C57.104 [4]. At the communication layer, IEC 61850 standardizes data exchange between intelligent
electronic devices in substation automation systems. At the security layer, IEC 62351-3 defines
confidentiality, integrity, and message-level authentication principles for SCADA and telecontrol
protocols operating over TCP/IP, while IEC 62351-6 specifies the security of IEC 61850-based
communications.

2. Structure of Intelligent Monitoring Systems for Transformers

In the modern approach, an intelligent monitoring system for transformers is structured with
at least five functional layers:

-Measurement layer — sensors for temperature, loading, gas, moisture, bushings and OLTC;

-Field layer — data acquisition module, intelligent electronic device (IED), or RTU;

-Local processing layer — initial filtering, event detection, and local alarm generation;

-Central analytics layer — database, trend analysis, predictive models and operator interface;

-Cybersecurity and integration layer — identification, access control, logging, and
SCADAJ/EMS integration.

In CIGRE practice, this architecture enables the implementation of separate monitoring
modules for the active part, cooling system, bushings, voltage transformers, and OLTC. The IEC
61850 process bus approach allows signals from instrument transformers to be sampled and
transmitted in digital form to one or more protection and measurement devices (figure 1).
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Figure 1. Schematic structure of an intelligent monitoring system for transformers

In the application example presented by CIGRE, data sources are not limited only to sensors
specifically installed on the transformer; variables such as voltage, current, and temperature obtained
from SCADA are also integrated into diagnostic modules. For monitoring the cooling system
condition, measured temperatures are predicted based on load and ambient temperature and, in some
cases, compared with neural network-based models. For bushings, current amplitude and phase
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differences are monitored, while for OLTC, vibro-acoustic and motor current signal analysis is
applied [5-8].

3. Monitoring Indicators and Analytics

In an intelligent monitoring system, the following variables should primarily be monitored:
top-oil temperature, winding hot-spot temperature or its calculated equivalent, load current, ambient
temperature, moisture in oil, dissolved gases, bushing current/phase indicators, OLTC motor current,
and vibro-acoustic signals. Partial discharge monitoring can also be used as an additional diagnostic
layer; industry sources present it as an important trending indicator that complements gas analysis,
temperature, vibration, and load data. Dissolved gas analytics is of particular importance. In an
industrial example described by CIGRE, an alarm is generated when the composite gas indicator
exceeds 50 ppm and the rate of increase surpasses thresholds of 10 ppm/day, 20 ppm/week, or 30
ppm/month [9]. These values are not universal standards for all transformer fleets; however, they
serve as important practical reference points for building trend-based decision support modules.

H, — hydrogen, CO — carbon monoxide, CH, — methane, C,H¢ — ethane, C,H, — acetylene,
C,H, — ethylene, CO, — carbon dioxide

The increase of these gases is associated with the following fault indications:

Table 1.
Dissolved gas components and corresponding probable fault type
Gas Component Possible Process
H, Partial discharge, low-energy dielectric defects |
CH, Low-temperature heating
C,H, High-temperature heating
C.H, Electric arc, high-energy discharge
CO, CO, Thermal degradation of cellulose insulation

For practical applications, an integrated condition indicator can be constructed as follows:
VI =0,30T + 0,25Q + 0,I15R + 0,15G + 0,15Y 1)

Where: T — temperature and loading, Q — dissolved gases, R — moisture/aging, G — bushings,
Y - OLTC.

As an example, the following classification can be applied:

VI< 0.30 — normal condition, 0.30<VI < 0.60 — warning zone, VI > 0.60 — critical zone.

This model is not a normative standard; it should be calibrated based on fault history,
manufacturer recommendations and operational statistics for each specific asset. In calculating the

temperature sub-index, the load factor
I

Ky = ; (2
can be used as one of the key variables, where | is the current load current and I,, is the rated
current. IEC 60076-7 specifically links loading with transformer lifetime and thermal aging; in critical
units, fiber-optic measurement solutions are preferred for direct observation of the hot-spot
temperature. The fact that the standard itself provides recommendations on the number of fiber-optic
sensors for temperature rise testing further emphasizes the importance of this approach [10-13].
4. Communication and Cybersecurity
For the reliable operation of an intelligent monitoring system, interoperability and cyber
resilience are equally important. IEC 61850 ensures standardized data exchange between intelligent
electronic devices (IEDs) and also considers communication requirements beyond substation
boundaries. IEC 62351-3 defines confidentiality, integrity, and authentication mechanisms for
TCP/IP-based SCADA and telecontrol protocols, while IEC 62351-6 describes specific security
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mechanisms for IEC 61850 derivatives.The effectiveness of an intelligent monitoring system is
determined not only by the quality of sensors but also by the prompt and secure delivery of data to
the processing center.

A transformer monitoring system is typically integrated with the substation’s SCADA system.
This integration enables the following functions:

Visualization of measurement data on the operator panel; Logging of events and fault signals;
Generation of trend graphs; Real-time alerts for limit violations; Formation of reports for maintenance
personnel.

The IEC 61850 protocol is particularly suitable for this purpose, as it provides a semantic data
model and enables equipment from different manufacturers to operate on a common platform.

From a cybersecurity perspective, the following measures are essential:

Role-based access control; User authentication; Data packet integrity verification;

Certificate-based protection; Segmentation of the network into technological and corporate
domains; Event logging and storage; Provision of backup communication routes.

Without these measures, the monitoring system itself may become a new source of risk.

5. Practical Design Model

Sensorizing the entire transformer fleet at the same level of depth is not always economically
efficient. In an industrial case presented by CIGRE, online gas monitoring was prioritized for
transformers of 47 MV A and above, as well as shunt reactors of 120 kV and above; this demonstrates
that a phased and criticality-based implementation is rational [15].

Accordingly: Phase I: For strategic transformers in the 110-330 kV class, implementation
includes a full HQA module, at least 3 temperature channels, bushing monitoring, OLTC (on-load
tap changer) motor current and vibro-acoustic channel, IEC 61850/SCADA gateway, and a
centralized analytics server.

Phase 1. For medium-critical assets, a simplified transmitter measuring H, + moisture + oil
temperature together can be applied, along with software-based trend analysis of load and
temperature, event-based alerts, and a non-cloud local archive solution. Online transmitters
measuring H,, moisture, and temperature simultaneously are presented in industrial documentation
as a separate solution class.

As a practical initial operating mode, the following is recommended:

1-5 minutes for temperature and load; 15-60 minutes for HQA;

Event-based monitoring for OLTC; 24/7 alert mechanisms for operator notifications.

Conclusion

The implementation of intelligent transformer monitoring systems in energy facilities is not
merely a sensorization project, but the creation of a standards-based cyber-physical platform. This
platform must integrate data on thermal regime, gas analysis, moisture, bushings, and OLTC into a
unified analytical environment, ensuring interoperability through IEC 61850, security through IEC
62351, and diagnostic validity through IEC 60076 and IEC 60599/IEEE C57.104.
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